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» The United States believes security measures to mitigate the threat of

piracy and armed robbery at sea should be fully implemented, as we have
done via the existing International Maritime Qrganization {IMO)
International Ship and Port Facility Security Code (ISPS) architecture.

» Through the U.S, Coast Guard, the United States mandates appropriate

piracy counter-measures for U.S. flag vessels, including the requirement to

carry supplemental armed or unarmed security personnel when transiting

high-risk waters off of the Horn of Africa.| The United States has found that, |
| forcerta iﬁ?ﬁi}as determined t_o-_bTahaﬂigh risk, onboard privately

| contracted armed security personnel (PCASP) can be an appropriate

defensive measure, if so assessed by the vessel's operator. The United
States relies on the discretion of the owners/operators to decide whether

| security personnel will be armed, based on a vessel-specific piracy threat

| assessment.
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* The United States encourages governments to provide guidance to their

merchant fleets and flagged vessels, and ensure implementation of piracy
counter-measures, such as the Best Management Practices (BMPs}, and the
responsible use of PCASP if appropriate, by vessels transiting high-threat

waters.

¢ Piracy is a criminal enterprise dependent on an assessment of perceived

risk versus reward. Use of BMPs in general reduces the chances of a
successful pirate attack, and use of PCASP reduces that risk even further.

# BMPs have proven effective in deterring pirate attacks and preventing

successful attacks.

¢ PCASP have proven highly effective in deterring and repelling pirate attacks.



Routine implementation of BMPs and, if appropriate, use of PCASP, are
vital additions to national and coalition naval patrols. There will never be
enough naval forces to patrol all high-risk waters off the Horn of Africa with
sufficient frequency to deter or repel all pirate attacks.

The United States will work with other countries and companies that
provide PCASP for transits through high risk waters off the Horn of Africa to
provide PCASP with guidance on compliance with relevant U.S export
control laws, including the International Traffic in Arms Regulations (ITAR),
and relevant international law.

Concerted industry commitment to implementing appropriate self-
protection measures is critical in the fight against pirates. When BMPs are
followed, the likelihood of a successful attack is radically reduced. With
industry's help, the rate of successful pirate attacks can be significantly
reduced.

The maritime industry should continue to assume ever-greater
responsibility for preventing pirate hijackings of their ships off the Horn of
Africa by fully implementing BMPs and by evaluating the efficacy of PCASP.
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REPUBLIC OF CYPRUS DEPARTMENT
MINISTRY OF OF MERCHANT SHIPPING
COMMUNICATIONS AND WORKS LEMESOS

16 September 2011

TO WHOM IT MAY CONCERN

The Government of the Republic of Cyprus is senously concerned with the escalaling
incidence of private attacks on merchanl ships  Already, this year, lwo Cyprus flag ships
have been hijacked by pirates, one in the Indian Ocean and the other in the West coasl of
Afnca

In order to prevent such incidenis and enable owners of Cyprus ships fo take all
necessary measures o protect thewr ships and their crews, the Government through the
Ministry of Communications and Works ang its Department of Merchan! Shipping, bas
prepared relevant legislaton The Bill (draft law), which presently undergoes legal vetting
by the Attorney General and 1s expediticusly driven forward for enactment, enables the
deployment of armed guards on board ships and the use of specialized equipment to
avert pirate attacks In addition, it regulates the rights and obligalions of the owners and
the crews of Cyprus flag ships in case of engagement with, boarding on or hjacking by
pirates  1f also regulates the placing on board and unloading of firearms and other
security equipmenl on board Cyprus flag ships It should be noted that the said Bill has
been drafted in close cooperation with and agreement of the Cyprus Shipping Chamber,

the Cyprus Union of Shipowners and the Seamen’s Trade Unions

in view of the policy decision already tlaken and the imminent enactment of the Bill, the
Cyprus Government and this Department will nat take any legal or administralive action
agawnst owners or managers of Cyprus flag ships whe engage armed guards for the

protection of their ships in high risk areas
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Kyilinis Streel, Mesa Gellonia, 4007 Lemesos, Poslal Address: P .O.Box 56193, 3305 Lemesos, Cyprus
Tetephone: +357 25848100, Telefax +357 25848200,
E-mail  menimgateaiiom oo oo oe. Web page  hilp /v shipping gov.cy
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O\ PANAMA MARITIME AUTHORITY e
& Republic of Panama
z s:-c.;"r MERCHANT MARINE CIRCULAR MM(C-228 Tel: (507) 501-5000
segumar(@segumar, com
To: Ship-owners/Operators, Company Security Officers, Legal Representatives
of Panamanian Flagged Vessels, Panamanian Merchant Marine Consulates
and Recognized Organizations (ROs).
Subject: Requirements regarding the use of Privately Contracted Armed Security
Personnel on board Panamanian Flagged Vessels. —
Reference: MSC.1/Circ.1405/Rev.1
MSC.1/Circ.1406/Rev.1
MSC.1/Cire.1333
MSC.1/Cire.1334
MMC 197
MMC 208

1. The purpose of this Merchant Marine Circular is to inform all parties concerned with Panamanian
flagged wvessels that the Maritime Safety Committee, at its 89th Session approved the Interim
recommendation regarding the use of Privately Contracted Armed Security Personoel on board ships in
the high risk area as per the MSC.1/Circ.1405/Rev.1 and MSC.1/Circ.1406/Rev.1

1.2 The administration urges Panamanian vessels iransiting high-risk areas, to use the necessary security
measures and raise their level of waming according to the Ship Security Plan. Ships, who intend to hire
the services of Private security firms, should provide the crew with the necessary training and information
about the risks of having an armed team onboard.

2. Definitions

2.1 High Risk Area: An area as defined in the BMP unless otherwise defined by the flag State,

22, Private Maritime Security Companies (PMSC): Private contractors employed to provide
Security Personnel, both armed and unarmed, on board for protection against piracy.

| Prepared by: Transiator | Revised by: Compliance and | Aproved by: Compliance and

Enforcement Depuly Chief Enforcement Chief
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2.3. Privately Contracted Armed Security Personnel (PCASP): Armed employees of PMSC,
taking into account the relevant aspects of the guidance set out in MSC.1/Circ.1405/Rev.1.

2.4 Team Leader. Person responsible for all aspects of the security team members and who takes
care of the storage and handling of firearms and ammunitions

2.5 Bilateral Agreement: These are contractual agreements between the Ship Operator/Owner and
the PMSC, stating terms and conditions of the security services.

[ 73, The General Directorate of Merchant Marine authorizes to carry armed personnel onboard

according to the MSC.1/Circ.1405/Rev.] and MSC.1/Circ,1406/Rev.]1 presenting the following
documents:

[ a- Letter or email from the Ship Operator, Owner or authorized agent, whereby requesting the
| approval from the administration

| b- Signed Bilateral Agreement, it must include at least the following:

1 N + Contact details of parties involved
|- —-la'.h ol * Limitation of Liability and Insurances
! £ » 3rd Party Liability and Indemnities
4 | *  Governing Law and Jurisdiction

[ ¢ Rules of Engagement

| *  General Definitions
s Customer Obligations

| »  Supplier Obligations
* Duration and termination

| * Equipment and standard weapons systems utilised
e Transit route

c- Passport copies of the PCASP. They must not have criminal record

d- Letter from the PMSC, stating the training and experience of the PCASP, in the following
| areas:
I

¢ Military, law enforcement or private security
| s Self defence - firearms qualification

* Fire Fighting
| ¢ Basic medical training - First Aid qualification |
| e Sea survival f

|'
| e- Any Other documents related to the PMSC or the PCASP. !
[ ?epared by Translator Revised by: Compliance and Aproved by: Camalance and
Fuifieement Deputy Chierf | Enforcement Chief
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4. The privately contracted armed security personnel authorized by the General Directorate of
Merchant Marine has to be enrolled in Panamanian flag vessels as supernumerary in order to
avoid any problem with the port and coastal state.

5. All ship-owners and ship-operators when entering into a contract with a PMSC should ensure
compliance with the MSC.[/Circ.1405/Rev.1.

6. All Panamanian flagged vessels are hereby requested to maintain a2 wide communication with the
Administration and to liase with the International Contact Centers according to the BMP4 in
order to counter piracy in the High Risk Areas of the Gulf of Aden, Indian Ocean and any other
Region of High Risk, as determined by this administration.

7. All inquiries concerning international correspondence must be sent to the Maritime Ship Security
Depariment to the following e-mail address:

ispsfalamp.gob.pa
Monday to Friday
Phones (+507) 501-4224 / 5037 / 5028

authorizations(@segumar.com

Weekends and Holidays
Phones (+507) 501-5350 / 5348 / 5032

November, 2011 — Updarte of kypertinks and numbers of MSC.1/Circ I1405/Rev.] and MSC. 1/Circ. 1406/Rev.throughout entire

document.
August, 2011

Inguiries concerning the subject of this Circular or any request should be directed fo:
Directorate General of Merchant Marine

Panama Maritime Authority

Phone: (507) 501-5033

Fax:  (507)501-5083

| Prepared by: Transiator Revised by: Compliance and Aproved by: Compllance and
| Enforcement Deputy Chief | Enforcement Chief
| Confrol N° F-RIN-04-01 Version: 03 | Date: 06 July, 2011 | Page3of 3
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